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With the proliferation of services offered on the Internet, large volumes of personal
data have been collected and stored in cloud computing environments by different
organisations to better understand and tailor goods and services for potential individuals. The recent advances in the Internet of Things usher yet another era of rapid
growth of data, a lot of which is of a very personal nature, e.g., detailed physiological
characteristics collected by wearable sensors or the trajectory data of the movement of
individuals. While developing sophisticated intelligence to make sense of this data is a
high priority, the privacy of individuals and even organisations is at stake. Even more
so, when such rich datasets need to be shared across organisational boundaries.
Privacy-preserving analysis of data has become an increasingly important field of
research in recent times. Various types of anonymisation and random perturbation
of the data can help with guaranteeing certain privacy levels but these come at a
cost of data utility. The other alternative is homomorphic encryption, which enables
computing over encrypted data. In this talk, we explore how far is homomorphic
encryption from being a reality.
To do so, we present two of our recent works that utilise homomorphic encryption
and have been tested on real world cloud computing platforms. In [1], we discuss
how an additively homomorphic encryption can be used to query a public cloud based
classifier for collaborative filtering. We show evaluations of this scheme using datasets
with prototypes built atop real world cloud computing platforms. In [2], we demostrate
how a lightweight and practical (sender-)anonymous message routing network can be
built and deployed on the cloud utilising additive homomorphic encryption.
We conclude with the outlook that a mixture of partially homomorphic schemes
along with other techniques are practical in some real world application scenarios.
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